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ABSTRACT: With today's technological breakthroughs, creating smart services for smart cities has become a top priority. In
these settings, mobile scanners are essential for gathering and analysing data from several sources. Nonetheless, there are still
dangers to data integrity, security, and privacy when sharing data securely across diverse devices. Security lapses have
frequently occurred in traditional systems that depend on centralised repositories. Blockchain technology has become a
dependable remedy for this, providing improved data security and integrity.In this paper, we provide SecPrivPreserve, a new
blockchain-based framework for protecting data produced by mobile scanners in applications for smart cities. Initialisation,
registration, data protection, authentication, access control, validation, data sharing, and secure downloads are some of the
structured phases that make up the framework's operation. To preserve secrecy, privacy, and integrity, it incorporates strong
processes like hashing, encryption, and sophisticated authentication systems.In contrast to traditional methods that rely on
one-time passwords (OTP) for data sharing and authentication, SecPrivPreserve uses secure data sharing keys and QR codes
to provide even more protection. The framework, which is based on a permissioned blockchain, has non-repudiation,
traceability, and tamper-proof records. Additionally, it ensures safe, effective, and dependable data management in smart city
ecosystems by fortifying cryptographic security using sophisticated data protection measures.

KEYWORDS: Homomorphic encryption, secure data sharing, QR code authentication, data integrity, differential privacy,
mobile scanners, access control, smart contracts, tamper-proof records, blockchain, smart cities, IoT data security, privacy-
preserving framework, secPrivPreserve, permissioned blockchain, and mobile scanners.

I. INTRODUCTION

In order to raise urban living conditions through smart city projects, countries all over the world have embraced smart
technologies more and more in recent years. Connecting physical objects and facilitating smooth data flow across a variety of
applications, including public safety, healthcare, traffic management, and smart buildings, are critical functions of the Internet
of Things (IoT). Ensuring the security, privacy, and integrity of the enormous volume of data transferred among
heterogeneous devices has become a critical concern as IoT services are predicted to expand tremendously. Cyberattacks
have shown that traditional centralised repositories for data storage are susceptible to security lapses and data
manipulation.Smart city settings are especially vulnerable to advanced threats including data poisoning, denial-of-service
(DoS) assaults, and data falsification, which can impair critical services and compromise decision-making systems. Current
security techniques, such as password-based authentication and simple encryption, frequently fail to meet the ever-changing
security requirements of IoT networks. This project suggests SecPrivPreserve, a decentralised architecture driven by
blockchain technology that guarantees safe, authenticated data sharing between IoT devices and tamper-proof data storage in
order to get around these restrictions. The framework improves total data security, integrity, and availability by combining
multi-phase data validation procedures, advanced cryptographic approaches, and QR code-based authentication. This results
in a strong and dependable solution for contemporary smart city applications.

II. LITERATURE REVIEW

Blockchain was suggested by M. Ramaiah et al. (2023) as a remedy for security flaws in Industry 4.0 applications.
IoT, Al IoT, and Big Data are all integrated in Industry 4.0, which leaves smart industries open to cyberattacks. Strong,
intelligent security measures are necessary for interconnected devices to withstand intrusions from anonymous threats.
The study examines how blockchain's immutability, decentralisation, and transparent record-keeping can help mitigate
the security threats posed by Industry 4.0's key technologies. Their research highlights the necessity of more thorough
comprehension and cutting-edge, blockchain-enabled security measures to protect industrial systems from hostile
breaches and changing cyberthreats.
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VeDB, a reliable relational database that combines hardware and software for improved auditability, was proposed by
the X. Yang et al. in 2023. Performance problems plague traditional blockchain-based ledger databases that use Merkle
trees. VeDB offers enhanced CPU and 1/O efficiency with its new Verifiable Shrubs Array (VSA), which has two-layer
serial numbers. Client-side data verification and strict timestamp range authentication are supported. Additionally,
lineage applications and safe data notarisation are made possible by VeDB’s Trusted Execution Environment (TEE).
For decentralised applications needing strict data integrity, audit trails, and privacy in enterprise settings, the
framework guarantees high-performance, reliable data management.

A private blockchain-based access control framework for industrial IoT contexts, PBACS-PECIIoT, was created by the
S. Saha et al. in 2023. In IIoT ecosystems, edge devices and networked equipment exchange private information via
unsecure channels. They are therefore vulnerable to theft, impersonation, and data tampering. PBACS-PECIIoT uses a
private blockchain to safeguard registration credentials and transaction records, guaranteeing decentralisation,
confidentiality, and immutability. The system maintains economical communication and computation overhead while
protecting against significant cyberattacks. According to their comparative investigation, PBACS-PECIIoT is a
dependable solution for widespread, secure industrial edge computing infrastructures because it performs better in
security characteristics than current schemes.

FRUIT, a blockchain-based, privacy-preserving, quality-conscious incentive program, was presented by C. Zhang et
al. in 2022. FRUIT incorporates lightweight encryption through matrix decomposition, proxy re-encryption, and
privacy-preserving task allocation, and is designed for transparent, safe knowledge discovery procedures. It protects
user privacy while guaranteeing safe data quality computation. Based on the quality of the data, a reputation system
based on the Dirichlet distribution forecasts participant reliability. Contributors receive appropriate incentives from
blockchain-based payment management. Comprehensive security evaluations attested to the protection of privacy
throughout data processing. FRUIT's efficiency, dependability, and low petrol consumption were proven by theoretical
and practical assessments on real-world datasets, establishing it as a scalable blockchain incentive system.

BPACS, a Blockchain-enabled Privacy-Preserving Access Control System for IoT data in smart cities, was suggested
by P. M. Kumar et al. in 2022. Making sure data sharing is safe, confidential, and dependable is essential for smart
infrastructure that depends on IoT devices. IoT data is encrypted by BPACS and validated on decentralised ledgers.
Additionally, the framework uses sophisticated cryptosystems to build secure operations like comparison and
polynomial multiplication. Furthermore, for data analytics, BPACS incorporates the Principal Component Analysis
(PCA) and Support Vector Machine (SVM) training methods. Security assessments verified that the framework
supports safe, effective, decentralised smart city data management while successfully protecting the privacy of sensitive
data.

II. EXISTING SYSTEM

IoT devices in smart cities nowadays mainly depend on centralised repositories for managing and storing data. These
repositories are prime targets for assaults because they hold enormous volumes of private information gathered from
numerous devices. To protect data, the current systems frequently rely on conventional security measures like hashing,
passwords, and simple encryption. These systems, however, have difficulties protecting privacy across heterogeneous
devices, limiting unwanted access, and preserving data integrity. Furthermore, centralised systems are susceptible to
problems like data breaches, tampering, and single points of failure, which jeopardise security and undermine
confidence in loT applications.

Existing System Disadvantages:

Data Confidentiality.

Limited Scalability.

Insufficient Privacy Protection.

Existing protection methods, such as basic encryption and authentication, are often insufficient to address the new and
dynamic threats that emerge as [oT devices are constantly added to the network.

Proposed System

To improve the security, privacy, and integrity of IoT data in smart cities, the proposed SecPrivPreserve architecture
offers a decentralised, blockchain-based method. The framework resolves the shortcomings of centralised systems by
utilising the advantages of permissioned blockchain technology to guarantee secure data sharing between IoT devices,
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non-repudiation, and tamper-proof data storage. Throughout the data lifecycle—from initialisation and registration to
data access control, validation, and sharing—it integrates a number of security measures, such as hashing, encryption,
QR code-based encryption, and OTP-based passwords. This method offers a more dependable and durable solution for
smart cities by strengthening the entire security posture of IoT applications and guaranteeing that private information is
shielded from unwanted access and manipulation.

Proposed System Advantages

Efficient Cryptographic Techniques.

Enhanced Protection Against Cyber-attacks.

Multiple security phases, including data protection, authentication, access control, validation, and data sharing, to
provide a holistic security solution for smart city IoT applications.

IV. SYSTEM ARCHITECTURE

The SecPrivPreserve framework's suggested system architecture is built around a permissioned blockchain network to
guarantee the safe, private, and impenetrable management of Internet of Things data in smart cities. The Client, which
gathers and submits data; the Authority, which controls data permissions and policies; the Membership Service
Provider (MSP), which issues certificates and keeps a reliable network; and the Smart Contract (SC), which automates
digital asset transfers and transaction verification, are some of the main parts of the architecture. Furthermore,
transactions are validated by Endorsing Peers (EP), grouped into blocks by Ordering Peers (OP), and updated in the
ledger by Committing Peers (CP). Peers in the same organisation can communicate securely thanks to channels. The
decentralised architecture guards against unwanted changes and improves transparency while guaranteeing data
integrity, non-repudiation, and fine-grained access control.

MSP

Data Stare V
Authority 1. Block

Chain

Share Records

» Smart Contract

Collect Data

Client

Device to scan

Scan Qr code fo read data

IV. METHODOLOGY

Creating a thorough plan to test the basic functionality and unique features across a range of platform combinations is
the first step in the testing process. Strict methods of quality control are employed. The procedure confirms that the
application is error-free and satisfies the specifications listed in the system requirements document. The following
factors were taken into account when creating the framework based on the testing approaches.

MODULES:

1. Design of User Interfaces

To connect with server user must give their username and password then only they can able to connect the server. If the
user already exits directly can login into the server else user must register their details such as username, password,
Email id, City and Country into the server. Database will create the account for the entire user to maintain upload and
download rate. Name will be set as user id.
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2. Membership Service Providers (MSP)

Certificate Authorities (CA) are responsible for issuing X.509 certificates to network entities. MSP specifies which CA
is permitted to participate in the blockchain network and uses this information to identify which peer nodes belong to
which groups. MSP maintains the distributed ledger between organizations and associated systems that the network
trusts.

3. Authority

This is the third module in our project where Data owner has all permissions on data like delete, update, and insert on
user records plays the main part of the project role. Authority login first then its with his registration data and store his
data inside cloud.

4.Smart Contract

Smart contracts are typically used to automate the execution of an agreement so that all participants can be immediately
certain of the outcome, without any intermediary’s involvement or time loss. They can also automate a workflow,
triggering the next action when predetermine conditions are met.

5.Client

This is the Fifth module in our project where data User plays the main part of the project role. User register and then
login into the application, the registration details are stored inside database. After User Login he will directly navigate
User home page and Access data by searching with keyword. When data owner upload data the data will be encrypted
the encrypted keys will be stored inside database and keys will shred with key repository.

V.IMPLEMENTATION

1. Advanced Encryption Standard, or AES The SecPrivPreserve framework uses the popular symmetric encryption
technique AES (Advanced Encryption Standard) to secure IoT data in smart city applications. A 128-bit key length is
used to encrypt sensitive data, guaranteeing confidentiality and security both during transmission and storage. Because
of its speed, security, and compatibility with both hardware and software implementations, AES is recommended.
Client information is encrypted in this system prior to being posted to the blockchain network. Secure key management
is necessary because the same key is used for both encryption and decryption. For increased confidentiality, AES
combines with other cryptographic methods such as Chebyshev polynomials.

2. Smart Contract The SecPrivPreserve system relies heavily on smart contracts to facilitate automated, impenetrable
transactions across the blockchain network. These self-executing programs provide efficiency and confidence by
carrying out predetermined agreements without the need for middlemen. Important tasks including data registration,
transaction validation, QR code-based authentication, and safe key distribution are managed by smart contracts in this
design. They automatically verify data uploads, regulate access, and enable safe downloads based on user credentials
and access policies after being implemented on the permissioned blockchain. By safely logging each transaction on the
immutable distributed ledger, smart contracts improve the system's dependability, transparency, and auditability.

VI. EXPERIMENTAL RESULT
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VII.CONCLUSION

A complete, decentralised solution for improving the security, privacy, and integrity of IoT data in smart city
applications is provided by the suggested SecPrivPreserve framework. Particularly in dynamic IoT situations,
traditional centralised systems have shown themselves susceptible to data breaches, illegal access, and tampering. The
system guarantees safe data sharing across heterogeneous devices, non-repudiation, and tamper-proof records by
utilising permissioned blockchain technology. To protect sensitive data at every stage of its lifetime, from collection
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and storage to access and sharing, it incorporates cutting-edge security features including AES encryption, hashing, and
QR code-based authentication.

The system is more resilient to many types of cyberattacks thanks to its multi-phase security approach, which covers
initialisation, registration, data protection, authentication, validation, and safe downloads. Furthermore, by automating
access control and transaction validation, smart contracts remove middlemen and improve system transparency. The
framework uses trustworthy cryptographic algorithms and the decentralised infrastructure of blockchain to address
important challenges including data confidentiality, privacy dangers, and integrity threats.

In general, SecPrivPreserve effectively addresses the drawbacks of current solutions and illustrates how blockchain-
integrated architectures may be used to secure loT-enabled smart cities. By providing scalability, effective key
management, and more robust privacy-preserving mechanisms appropriate for developing smart urban environments
and vital data-centric services, the project lays the groundwork for future improvements.
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